Introduction to Computer Security
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Introduction

Hello, and welcome to the CaTS' Intro to Computer Security workshop. Today we will be going over the various threats
to your home and office computer and ways to prevent those threats. We will be covering viruses, spyware/adware, and
proper use of software and hardware firewalls. By the end of the workshop, you should have a good knowledge of the
various computer security issues and how to protect yourself.
e In Part 1, we will cover the various types of viruses, how you can get infected, and how to protect your
computer from infection.
e In Part 2, we will cover spyware/adware and how to remove it from your computer.
e In Part 3, we will go over the various firewall programs that are available and how they can help you protect
your computer.

e In Part 4, we'll talk about some references you can use for computer security.
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1 - Viruses

Viruses have been around for almost as long as personal computers. By definition, a computer virus is “a self-replicating
program that spreads by inserting copies of itself into other executable code or documents.” Very much like a real virus,
a computer virus alters the code of an existing program to “infect” it and begins to replicate itself. Often viruses have a
separate function, such as to delete certain files or cause various effects on a computer. There are actually many
different types of viruses. These types include:

e Macro Viruses: Macro Viruses use commands (macros) embedded in other software to infect and spread to
other files viewed by that software. E.g. Word and Excel have macros, and macro viruses can spread by
exploiting these commands.

e Worms: Worms duplicate themselves and use communications such as e-mail to spread. They can look at your
e-mail address book and send themselves to users in your address book.

e File Viruses: File viruses attach themselves to other software. When the software is run, the virus loads itself
into memory so that it can further infect other files or begin damaging the computer.

e Trojan Horses: Trojan Horses are programs that claim to perform a particular function but in fact do something
different. E.g. they could infect your computer with a virus or erase your files.

e Backdoor Trojans: Backdoor Trojans are programs that allow other computer users to remotely control your
computer via a local area network or the Internet.

e Boot Sector Viruses: Boot Sector Viruses are an older type of virus and not so common. They are used to infect a

computer's startup program so that the virus would become active as soon as the computer started up.

The most common type of virus today is the Worm. Well known viruses such as the "l Love You" virus and "Bagle" are
worms. They spread themselves via e-mail attachments. When the user opens the attachment, it infects the computer.
It then sends an e-mail with itself as an attachment to everyone in that computer’s e-mail address book. Worms are also
often designed to use up resources on that computer, such as memory and processing power. Once infected, a
computer will run considerably slower and often strange errors will appear. If infection is allowed to go on long enough,
a computer can become unusable.

Another very popular type of virus is the Backdoor Trojan. This is a virus, often disguised as another useful program, that
gives remote access to your computer to a malicious user. The malicious user can then load programs on that computer,
such as a keystroke logger, to obtain passwords and credit card numbers. Obviously this is a very bad thing and why it is
very important to use an Anti Virus program on your computer.

Virus Scanners

There are many antivirus programs currently available. The two most popular AV (antivirus) programs, McAfee VirusScan
and Norton AntiVirus, often come pre-installed on new computers. At Wright State University, we use McAfee
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Enterprise version 8. Other popular, though less well known, antivirus programs include AVAST and NOD32. Because we
use McAfee on campus, and because we offer it for free on our ConnectWright website, | will be covering how to update
and run McAfee. Other antivirus programs tend to be very similar, so if you use something else, this should help you as
well.

To install the McAfee VirusScan from our ConnectWright website, go to the following website address:
https://www.wright.edu/cats/cw/. Log in using your CAMPUS username and password. Click on the Software link on
the left, scroll down and click on VirusScan 8, and then click on Install Now. You should see the screen shown in Figure 1.

ConnectWright ’

ConoecIivingtu 206
Toke Me To...
McAfee VirusScan 8.0 for Windows
Soltware
WicAlee'iinyeScan B0 Sar Windaws 1= 3 arus detection and removal uliy
WINGS Inds Hedptd Links
VDA SI00 LNVOVETy S CONTOmod Wik (NG A0aAT OF youv COMOLG! SN WY STarcanng i
Sarvices DANGHK MESCNTAE. (1 100 VIIres of JOuT COmpiter 850 e haalt of ite Uinteaxy nedvvi your are
Need Halp? REQUIRED 10 Nav u-10-0306 COSTIOVIQ SHSaM DSOS At MWLS S0SNIWI0 SOTGT OF yOuv SHSlem
And-apywane SofWeve o L0 STV MCOMIMmanced (0 oy 10 ansTe VIVHSTUSIeg NaNGrK BocesT
CW Heas V0G50 Mt Yo O S SPSNTt N AV WLS SCRINTG ANt aS OGS UEdaka

Eaource Cartss

To instyl NoAfea\Virus Scan 3 0 for Windows, dick he inesall Bow bution and S3ow the iInsiucions
DKW, N 70U F0STAG & MIRSSI0E ACIING Mt 190 DUONSNGS COWO NSt 00 varlod chok Run

Clack Next 31 fre Enterprise Selup screen

Sel ot Parpeual from tha LIcarda o copiry hpa Srop-o0own 1t

Reyd the licanse agreemant and select T accept the teems in the Bcenss agroement”

Click O

Select Typical ¥ the Salip Type screen

CInx et

Chick netall 3t e Redd o nstdll zoreen

Wahe sure Ne Updane Now™ and "Run-On Demand Scan” opions ard Doth chached and dik Fissh
Onee he wpdale has completed. chick Close

PR TR

Noge: R (= recommended hat you update pour Arus defintion Slas every 30 dyps. To do =6, Do to Start > Programes > Network
AGSOCENS ¥ VNG Scan Consol. G on ALOUpIRE and Nen i Ne (raen Uianghs (F1ar) buson and your wus oafrisons mi

vpdyle
Install Now!

Figure 1

To install McAfee, just click the button labeled VirusScan 8.

Simply follow the prompts. It should ask you to choose either a Typical Installation or a Custom Installation. Choose
Typical, and it should be installed automatically. If you are a more advanced user and want more control over the
installation process, choose Custom Install.

Once the install is done, it will ask you if you want to “Run a Full Scan,” “Update Definitions,” and “Read the Readme
File”. Uncheck the Readme option, but leave the other two options checked. This will force the program to update itself
(this is very important!) and run a full scan of your hard drive(s).
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In order to run a Virus Scan on a specific drive or file, all you need to do is right click on that file or drive and click Scan
for Viruses. This will start the scan. If you wanted to scan your C: drive, just go into My Computer, right click on the C:

drive, and click Scan for Viruses.

There are two more important things to discuss about virus scanning: updating the virus scanner and scheduling it to run
automatically.

Updating McAfee is very simple. First, click the Start button to open the Start menu. Go to Programs/All Programs, and
find the folder called Network Associates. You will have three options: VirusScan Console, VirusScan On-Access Scan, and
VirusScan On-Demand Scan. We want the VirusScan Console. The window will look like Figure 2.
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Figure 2

What we want to do is run AutoUpdate. Simply click on AutoUpdate to highlight it, and click on the green triangle button
on the toolbar. This will start the AutoUpdate. Make sure you are connected to the Internet when doing this.

To actually run the VirusScan, do the same thing with the Scan All Fixed Disks option. Click on it to highlight it, and click
the green triangle button to start it.

This is all well and good, but we don’t want to have to remember to do this every day or even every week. This brings us
to Scheduling. You can schedule any task that is in the VirusScan console, so we’re going to want to do this with the Scan
All Fixed Disks option too.

To schedule a task, right-click on the task you want to schedule and click on Properties. It will open the Properties
window for that item. You should see a button called Schedule on the right side. Click that, and then click the Schedule
tab at the top, and you'll see a screen like Figure 3.
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Figure 3

When it comes to updating our virus definitions, we want the latest and greatest. If you don’t have the most recent
definitions, your virus scanner won’t be able to catch the newest viruses. In other words, if your definitions aren’t up to
date, you may as well not have virus protection. So in this case, we want to schedule the update to run every day. You
can choose any time you want the update to run, but make sure your computer will be on during that time. You can set
it to run a missed task again, but you can only delay it by 30 minutes. If you have the update set to run at 3 am, and you
never leave your computer on at night, the AutoUpdate will never run.

You’ll want to repeat the scheduling for the task called Scan All Fixed Disks as well. This is the task that scans all of your
hard drives for viruses. It is generally safe to set this to run once every week. VirusScan is always working and will
generally catch viruses as soon as they appear on your computer. However some do slip through the cracks, and Scan All
Fixed Disks is much more thorough than the always-on scanner.
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2 - Spyware

Spyware is a bit of a catch-all term for software that is installed on your computer without your knowledge and, often,
consent to perform various tasks. Three of the major types of spyware are listed here:

Adware

Adware is to internet browsing as spam is to e-mail. Adware can profile your online surfing and online shopping habits,
place annoying pop-up adverts, or install additional IE menu helper bars. Often, adware revolves around targeted
advertising based upon the web sites you frequent, and you may not even be aware that the pop-ups are not coming
from the actual web site visited itself but from the adware software running locally on your machine. Quite often, these
applications are installed by stealth or by deliberately misleading users to install software that is not required.

Spyware

Spyware is potentially a higher threat than adware as it often collects user details, such as software installed, sensitive
information such as passwords, and even credit card details, which are then sent to a central collection point via the
internet. Spyware is often installed covertly or by accident from pop-up windows with ActiveX controls that report that
they are doing something benign whilst secretly installing this malicious software.

Page Hijackers

Are applications that redirect links to specific web pages, such as a request to go to a search engine for example, and
instead redirect the web browser to a designated address related to the initial link but often containing advertising or
adware. While not as high a threat as spyware, it is often a sign that your computer has some spyware or adware
components installed on it, which will undermine its operation.

Spyware can be installed on your computer in many different ways. Oftentimes you may be browsing the web when a
popup window that looks convincingly like a Windows system message says that your computer is unprotected and to
click here to protect it. This is a popup ad to install software that you most assuredly don’t want. Spyware can also be
installed along with other programs that are downloaded. Big culprits include WeatherBug and the toolbars that are
created for Internet Explorer. WeatherBug is a definite no-no. It may seem very handy, and it is, but it installs all kinds of
problematic software along with itself. Other examples include the MSN Search toolbar or a lot of the popular peer-to-
peer programs such as Kazaa and Limewire.

All kinds of spyware are annoying, as well as potentially dangerous. Identity theft is becoming more and more common
lately, and we definitely need to protect ourselves. It is also very important to take care of spyware sooner rather than
later. When you start noticing the symptoms of spyware, don’t think that you can take care of it later. Oftentimes
spyware will regenerate and duplicate itself, gradually becoming harder and harder to remove. The sooner you act, the
easier it is to take care of. Thankfully, there are many spyware scanners on the market today, and a good number of
them are free. | will be discussing how to install and use two of the free products, Ad Aware SE Personal, and Microsoft
AntiSpyware.
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Spyware Scanners

Two of the most popular spyware scanners available, and the two we use most often on campus, are Ad Aware SE
Personal and Spybot Search & Destroy. Both can be downloaded for free from the Internet. Either search for them on
Google, or go to http://www.download.com and search for them there. Both can be downloaded from that site. The
easiest to obtain them, to install them from the ConnectWright website
(https://www.wright.edu/cats/cw/). They are both listed on the same screen where we found McAfee VirusScan.
Instead of Spybot, however, I’'m going to cover a new antispyware program that is available from Microsoft, Microsoft
Antispyware.

way however, s
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Figure 4

We'll start with installing Ad Aware (Figure 4). To start the process, click on the Install Ad-Aware button on the
ConnectWright website. When the installer prompt comes up, click Next. On the next screen, check the box next to |
Accept, click Next, and then choose Next on the succeeding screen. If given the option to install only for yourself or
anyone who uses the computer, choose anyone, click Next and then Next again. The installation will start. Once it is
finished, you’ll be presented with the final screen.

Uncheck the box next to “Open the help file now,” and click Finish. Ad Aware will automatically update itself with the
newest definition files, and then start a full system scan. Allow the scan to complete. This may take several minutes.

Once the scan finishes you will be presented with the following screen (Figure 5):
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Figure 5

Figure 5 displays the items found from the scan. To remove them, simply right click in one of the check boxes next to any
item and choose Select All Objects. Then click the Next button. It will then quarantine and delete the items selected.

In the future, if you want to update Ad Aware, and you will need to do this whenever you scan with it, simply open the
program, and click on this icon:

o

Then, click on the Continue button and Ad Aware will check for new updates, download them, and install them
automatically.

To run a full scan, open the program and click the Start button. Choose Full System Scan and click Next.

Generally it isn’t as important to run spyware scans as often as virus scans, but it is still something you want to do every
so often. | suggest at least once every month; more if you start having noticeable problems, such as popups or browser
highjacks.
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3 - Firewalls

From Webopedia.com, a firewall is defined as “A system designed to prevent unauthorized access to or from a private
network. Firewalls can be implemented in both hardware and software, or a combination of both. Firewalls are
frequently used to prevent unauthorized Internet users from accessing private networks connected to the Internet,
especially intranets. All messages entering or leaving the intranet pass through the firewall, which examines each
message and blocks those that do not meet the specified security criteria.”

Firewalls are vitally important to network and Internet security. There is a lot of malicious network traffic going around,
from viruses attempting to find vulnerable computers to infect, to malicious users trying to worm their way into a
network. A firewall, either software or hardware, can be an invaluable tool to prevent those unwanted intrusions.

Hardware firewalls come in many forms. Firewalls for large networks are generally servers dedicated to the task of
filtering network traffic, and they are generally one of the first computers that a data line will be hooked to in a network.
For home networks, routers are often firewalls as well. As broadband Internet is becoming more popular, and more and
more homes have multiple computers, cable and DSL routers are becoming quite common. Popular brands include D-
Link, Netgear, and Linksys.

These firewalls often work by simply blocking incoming traffic through certain “ports.” A port number indicates the type
of traffic that is passed through a network. For example, port 80 is often associated with HTTP traffic, or World Wide
Web traffic. When you download a web page, it is usually downloaded through port 80. However, hackers will search for
open ports to upload malicious code to a computer. A router firewall prevents this by blocking off all but the most
common ports. It’s like locking your doors and windows before going to bed at night. If they’re left unlocked, it’s easy for
an intruder to get in your house. The same goes for your computer. The administrator of the firewall can always open
any ports that are necessary.

Software firewalls are programs that run on an individual computer that blocks access to that specific computer.
Examples of software firewall packages include Microsoft Windows Firewall, McAfee Desktop Firewall, Norton Internet
Security, BlackICE, and ZoneAlarm. These programs work similarly to hardware firewalls, in that they block access
through specific ports, but they also block individual programs from accessing the Internet. After installing a software
firewall, when you run a program that requires access to the Internet, the firewall program will prompt you asking if you
want to allow that program to have access. You can usually say “Yes, this time,” “Yes, every time,” “No, this time,” or
“No, every time.” This allows you to control which programs have access and which do not. This is very useful, because if
a virus infects your computer, a firewall can help to prevent it from spreading to other computers on your network.

Windows Firewall

The Microsoft Windows Firewall is a feature included with Windows XP Service Pack 2. It is generally a very unobtrusive
firewall that stays in the background most of the time. You can access the Windows Firewall by opening the new
Security Center control panel. Just go to the Start Menu and go to the Control Panel. You should see an icon labeled
Security Center. Open it and you will see the screen displayed in Figure 6.
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If the firewall is set to Off, simply click On and hit OK. To turn the firewall off, simply do the opposite. To alter the
programs that have access to go through the firewall, click on the Exceptions tab (Figure 8).
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Figure 8

This screen allows you to check or uncheck any program you want to allow or disallow access to the network. You can
also manually add a program using the Add Program button, or add a port number with the Add Port button. So if you
know a specific port number that needs to get through, you can add that number to the list. Once all necessary changes
have been made, just hit OK. You should now have a good grasp on how to use the Windows Firewall.



4 - References

Helpful Links

ConnectWright Website (Software Downloads)
https://www.wright.edu/cats/cw/

Information Technology (IT) Security Website
http://www.wright.edu/security
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