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Session outcomes

❖ Awareness of a convenient and simple tool

❖ The value of a university approval matrix

❖ How to use it, periodic reviews, upkeep

❖ How to tailor the ISAM for your own use





A need, indeed

❖ Requirements

❖ Compliance

❖ Equity and consistency

❖ Leadership support and awareness

❖ This is one model



Disclaimer

Different institutions may have varied policies and models when it 
comes to information security involvement in incidents and 
investigations



Why an ISAM

❖ Who has authority to approve an action?

❖ Can you remember who  to ask every time?

❖ There are so many actions to keep track of

❖ Urgency can be a factor

❖ Keep up with changes and new requests





Ultimate Approvers

Investigators

Resolvers



Actions

Notes



Obligatory Eye Chart





A basic example

Demonstrates an email account delegation



A more complicated example

Shows variety across population types



Some additional scenarios

❖ Relative of deceased employee needs access to personal files or 
email

❖ Faculty requests student activity and location information

❖ Physical facilities wants security camera footage and door swipe 
records



What if ALL the approvers are out?

We follow a solid risk assessment practice

We are authorized to take deliberate and immediate action to protect 
the University



Upkeep is important

❖ There are occasional changes (OEEO, etc.)

❖ General Counsel approves every edit

❖ Awareness and training with other IT teams

❖ University distributed IT offices

❖ General population awareness



Audience participation

❖ What have you experienced?

❖ Can you share a story?

❖ What are your challenges?



Do they fit in the ISAM?

“Beat the ISAM - Improve the ISAM!”



What can you do tomorrow?

❖ Inventory your own approval requirements
{categories, actions}

❖ Determine your own approval chains
{approvers, investigators, resolvers}

❖ Reuse the MU [ISAM], or create your own



Questions?



Thank You

Get your own copy of the MU [ISAM] here.
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