Access 2003 Part 4 How to…
Set a Database Password

1. Open Access 2003

2. Click Open button [image: image1.jpg]



3. Browse to .mdb file, click on the arrow next to the Open button [image: image2.jpg]
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4. Choose Open Exclusive

5. Once the database window opens, go to the Tools menu, then Security, then Set Database Password.

6. Type in a password, and then retype to confirm

7. When opening the database, the user will now be prompted for a password

Set User-Level Permissions
1. Open database to be secured

2. Go to Tools menu, Security, click User-Level Security Wizard

3. On the first screen, your only option will be to create a new workgroup file, click next

4. On this screen, a Workgroup Information file will be created. Choose a secure location for this file. It should not be able to be deleted by anyone but the owner of the database. All other fields can be left as-is.

a. Choose the option for “I want to create a shortcut to open my security-enhanced database.”

b. Click Next.

5. On this screen, select or deselect any objects that you want to be secure/unsecure. Generally it is wise to select everything.

6. Choose which types of users you would like to include in your database. Read-only users can only view data, full permissions users can do anything except set user rights. Click each user type to view its permissions. Check the user types you would like, and click Next.

7. On the next screen, choose “No, the users group should not have any permissions.” Click Next.

8. On this screen, you will be given the option to create individual user accounts. You will see an administrator account already listed (the name may vary, but the function is still the same)

a. Highlight <Add New User>

b. Give the account a username and a password

c. Click “Add this user to the list”. The username should appear on the left.

d. Once all users have  been added, click next.

9. On this screen, you will see a drop down box next to “Group or user name:”. By default it is set to the administrator account. You will see that it is part of the Admins group. Drop the box down, and you will see a list of the accounts you have created. Select one of the accounts, and check the boxes next to each group that it should belong to. A user that should only have viewing privileges should belong to the Read-Only Users group, etc. Once you have set all accounts to their appropriate groups, click Next.

10. The wizard will now ask you to give a name to a backup copy of your database. This copy will be as it was before security permissions were set up, so if anything goes wrong and no one can get into the database, restore the database from this backup and all permissions and restrictions will be removed. Keep this in a secure place. Click Finish.
11. Access will open a file that includes all of the security settings you have just created. This is a VERY important file. Print the file and store it in a safe place. This contains a list of all users and their passwords, including the Personal ID numbers for each account. In the case that you need to recreate an account, you will need those Personal ID numbers. Once you have printed the file, close that window. You will be asked if you want to save that file. You can choose to do so if you so desire.

12. Access will close your database and tell you to reopen Access. Do so, and you will now see a shortcut to your database on your desktop.  Open the file from this shortcut, and you will be prompted to enter a username and password. Enter the username for the desired account and enter its password. You will now be restricted by the policies applied to that account.
